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INTRODUCTION


 It is a Unix-like computer operating system assembled under the model of free and open source software development and distribution. The defining component of Linux is the Linux kernel, an operating system kernel first released on 5 October 1991, by Linus Torvalds. 


Linux was originally developed as a free operating system for Intel x86-based personal computers. 

 It is a leading operating system on servers and other big iron systems such as mainframe computers and supercomputers. Linux also runs on embedded systems such as mobile phones tablet computers, network routers, building automation controls, televisions and video game consoles.
LINUX DISTRIBUTIONS


A  Linux distribution is a collection of software based around the Linux kernel and often around a package management system. Linux distributions are usually targeted at common hardware like personal computers, but are available for a wide variety of systems up to the most powerful supercomputers , or down to small embedded systems . Most distributions come ready to use and pre-compiled for a specific instruction set, while others are distributed in source code form and compiled locally during installation.

A typical Linux distribution comprises a Linux kernel, GNU tools and libraries, additional software, documentation, a window system, window manager, and a desktop environment.
Debian

Red Hat 

Slackware 

SuSE
Mandrake

Immunix

LINUX PARTITION SIZES

Several Partitions should be created for Linux. A partition is like a logical disk, like C:, or D: in windows. Normally there will be more drive letters than actual physical hard disks in the system. This is because the hard disk is partitioned into sections.

 In Linux the first hard disk is known as hda and the second as hdb. The partitions are numbered in sequence hda1,hda2,hdb1, and so on. Each physical disk will have one primary partition and a number of logical partitions. Windows calls the first primary partition on the first disk C:, the first primary partition on the second disk D: and so on through the disks. Next it gives letters in order to all the other partitions on the first disk, then on the second, and so on.
	PARTITION
	SIZES
	DESCRIPTION

	/boot
	32MB
	Where the boot files live.

	/
	512MB
	The / partition is the base of the OS.

	/home
	1GB
	User files live here 

	/usr
	5GB
	All the programs and documentation live here.

	/var
	2.25GB
	This is where all web source will be and where all the logs accumulate. This needs to be big.

	/tmp
	256MB
	This is where temporary files are stored.

	/web
	Optional
	An optional place to put web source.

	/root
	Optional
	The root user space.


ACCOUNTS

The root account is meant to be used by the System Administrator to perform certain duties which can be destructive and therefore should only be performed by an expert. Some examples are emptying log files, mounting and unmounting file, installing or removing programs, and creating or deleting user accounts. Such root accounts are accessed using the su command.
SECURITY

Red Hat allows the user to pick the services turned on during installation; in fact, it actively requires the user to turn things on. This is a major security improvement and much better than in the old days (two years ago), when everything was turned on by default, and the secure user has to know to go through and turn things off. 

Except secure services such as secure shell (SSH), all the other services can be kept off. FTP, Telnet, Apache (httpd), or any of the other services should be turned off. When and if they are needed, they can be started later in a secure fashion. A firewall is build and a log-watching program and a tripwire is implemented.
BASIC UNIX
The UNIX operating system is a set of programs that act as a link between the computer and the user.
· Unix was originally developed in 1969 by a group of AT&T employees at Bell Labs, including Ken Thompson, Dennis Ritchie, Douglas McIlroy, and Joe Ossanna.
· There are various Unix variants available in the market. Solaris Unix, AIX, HP Unix and BSD are few examples. Linux is also a variant of Unix.
· UNIX is called a multiuser system.
· UNIX is called multitasking.

SHELL

A shell is a special program which gives us the familiar text mode prompt. It can be used to start other programs and it understands some special commands of its own. 

There are different shell programs in Linux. They have many similarities but there are differences in the way they interact with the user and the commands they understand. The original shell was call the Bourne shell, or simply “sh”. The program to run this is in the “/bin” directory. The most common shell in Linux today is called Bash, which stands for Bourne Again Shell. Bash has more advanced feature than the original Bourne shell and it is more user-friendly.

A shell very popular with programmers is called the C shell. Linux has its own version called “tcsh”. This shell has more advanced shell-programming features and a different syntax for some operations.

There are other shells such as the Korn shell(ksh) and Wish or Windowing shell, which has simple graphical capabilities. 

If we want to start a new or a different shell we can just type its name. For example, if we are in bash and we want to run Tcsh, simply type 
Tcsh.
OWNER, GROUPS, PERMISSIONS, OWNERSHIP

Everything in Unix is a file, and each of the files has associated with it an owner and a group. If an ls -l is typed in a directory, the following details are displayed.
   Permissions    Owner   Group    Size       Date      Time     Name
   -rw-rw-r-- 1        pqr           pqr          27          Jan 8     13:11     junk.txt
   -rw-r----- 1         pqr           staff      1160      Jan 10   15:31     abc.html

   -rwxr-x--- 1        pqr           staff      1160       Jan 9     09:31     xyz.cgi

   drwxrwxr-x 9     pqr           pqr          4096      Jan 8     15:42     bin/

The ownership of a file can be changed using the chown command, and the permissions changed via chmod. A typical thing to do would be chmod a+x xyz.cgi, which would change the permissions to allow all to execute it. Similarly, one could change the permissions via chmod go -r junk.txt to allow only the owner to read the file.
PROCESSES

Every object in Unix is a file; everything that runs is a process. Some run once and quit; others run constantly in the background as daemons. Each process has an owner and a process ID (PID). The owner is important because that's who controls the process. There are also subtler issues with process ownership—processes that run under root ownership are vulnerable to being cracked and allowing the cracker to gain root access. 

Useful commands associated with processes are ps, which shows the processes running, and top, which gives an overview of the processes running. End top with q. There are many useful options for these programs.


A useful command is man-k. Unix is not perfect, of course, and sometimes a process gets out of hand and must be terminated. The appropriate command for this is either kill or killall.


The kill command takes as its argument a PID gotten from ps or top, and killall works on a command name. Typical usage is kill 396 or kill -9 396 if 396 is the PID to be terminated. A killall test kills all processes named test. The -9 or -KILL signals indicate the severity of the action the user wish to take: -1 is a gentle request, whereas -9 is termination with extreme prejudice. 
PATH AND ENVIRONMENT

When a Unix command, such as ls, is executed, an environment variable is set, called the PATH, which defines where things are looked for first. 

When the command printenv is executed from a terminal shell, many environment variables are seen, one of which is the PATH, and in that variable something like /usr /local /bin: /usr /bin: /bin: /usr /bin/X11 is seen.

This says that Unix first looks in /usr/local/bin, then in /usr/bin, then in /bin, then in /usr/bin/X11 for any program or command the user want to execute, if the direct path is not specified. It executes the first one it finds, so two programs of the same name could exist in different directories, and Unix would always execute the first one found in the order of the path unless explicitly told to go the other. 
COMMANDS
man -  It stands for manual, and it will give the detailed information 


 on commands and aspects of Linux. 

cd -> Used to navigate the directories.  We can move to any location by path.

1. cd This will move back to home, same as cd ~
2. cd .. This will move back exactly one directory. Starting in  

   /home/justin/Desktop,  cd .. will move back to /home/justin.  This can  

   be expanded upon, cd ../../ from the Desktop location instead will    

   move 2 \ back, from my Desktop to /home.

3. cd foldername/ This will move forward to the given folder in the 
    current folder.  

4. cd /some/other/path This will move to the specified folder path, if  it 
    exists as typed exactly.  

mkdir -> Create directories

1. mkdir folder_name  Creates the folder with the specified name.

2. mkdir -p /path/to/folder/name  Creates each folder as necessary.  To 
    create folder /home/justin/newfolder/2ndfolder, and only /home/justin 
    exists, using mkdir -p will make both directories newfolder and 2nd 
folder.

pwd  - To Print working directory.

ls -> Used to list folder contents.  We can view many kinds of file and folder attributes.

1. ls will simply list all the files in the current folder.  
2. ls -l Provides a longer listing format including owners, permissions, 
size, and date modified.

3. ls -a Displays hidden files and folders as well as the normal listing.

4. ls -al Combine options to display both hidden files and in the long 
format.
5. ls -h Show file sizes in human readable format (K, M, Gbyte) file 
sizes instead of bytes.  Often used in conjunction with the -l flag.

6. We can view files in directories we are not even in.  If we are in 

         /home/justin/Desktop, and we want to view a file in /home/justin, we 
can do ls ../ list files one directory back.
mv -> Move files


The mv command allows to change the name of a file or move it to another directory or both. Files and whole directories can easily be moved even if they have a lot of content.

rm -> Remove files


For all intents and purposes, removing files via rm is permanent.  It does not use the Trash bin.  

1. rm file  Remove the specified file from the system.
2. rm -r folder  Remove the specified folder from the system.

cp -> Copy files

1. cp file /path/to/folder Copies specified file to the given path.

2. cp -r folder /path/to/folder  Copies recursively the contents of the 

folder to another folder.

3. cp *.extension /path/to/folder  Copies files matching the given 
extension to the new folder. To copy all .doc files, it becomes cp   
   *.doc /path/to/folder and the folder must exist.

4. cp name* /path/to/folder  Copies all files starting with 'name' to the 
    given folder. To copy all files starting with example, it becomes cp    

    example* /path/to/folder and the folder must exist.

ln - Create a link (alias or shortcut in the Apple/Windows world) to another   

       file. 
Popd - Pop to another directory, remembering where the user came from, so 
 


  that the user can pop back.
pushd - Push the current directory on the stack so that the user can pop back 

    to it.
Df - Disk free. How much disk space is being used?

Du - Disk usage. How big are the files in this directory?

grep – Searches through all of the files in a specified location trying to find files that contain lines that match a given string. Returns a list of all the files that scored a match.



Ex: grep “this” myfile.txt

This will show all lines containing “this” in myfile.txt.

Searching Files

find -> To find a file whose location is forgotten.

To find all files in a directory called “mydirectory” and all its subdirectories enter :


find mydirectory –print

To find a particular file, enter :   find mydirectory –print –name filename

locate -> To find a file


There is a faster way to find files than using the find command. The find command can take some time to search the filesystem, if there are so many files and directories. This is because it visits every directory and subdirectory to search the needed file.


A faster way is to use the “locate” command. This command searches a ready-built index in order to locate files rapidly. 


To find all files containing the word “big” :   locate big

The drawback of locate command is, the index which the locate command uses to find files has to be build by the user. There is another command used for this, called “updatedb”.

To generate the index simply enter :   updatedb

The command will take a little while as it searches the file system and builds it’s database, but once done the locate command will find files much quicker than using find.

Displaying The Contents Of The Text File


The contents of a file will be displayed with the “cat” command. 

Ex: Cat myfile.txt

If the file is longer than one screen, the contents can be displayed with the “more” command. 


Ex : more myfile.txt

Press Space to show the next page. Press Return to show the next line and press “q” to quit and stop displaying the file.

uname - Basic system description. Try uname -a.
ifconfig, netstat - What is the network doing?
Chkconfig - A Red Hat program that controls which daemons in/etc/init.d run at what point in the start-up (and shutdown) process.
which, where - These commands are useful for figuring out where commands live, what a command might be aliased to, and which commands are executed first. 
Who - Who's logged in to the system?

BASIC FILESYSTEM ESSENTIALS

A  LINUX file system is a collection of files and directories stored. A brief list of directories are given below.
/home - User directories. The user directory will be under 

  

              /home/user_name_goes_here.

/root - The home directory of root.

/usr/bin - The main executables are here. This should be in user’s path.

/bin - Boot-level executables are here, and this should be in user’s path.

/usr/sbin - The main superuser commands. This should be in the root path 
                   but not in a user path.

/sbin - Basic boot-level superuser commands. This should be in the root path 
            but not in a user path.

/usr/lib - Contains dynamic libraries and static files for the executables 
               in/usr/bin and /usr/sbin.

/lib - Contains libraries for the executables in/bin and /sbin.

/usr/src - Kernel source.

/usr/local, /opt - This is where optional (local) software is installed.

/usr/X11R6 – X Windows commands and libraries.
/tmp - Temporary files are stored here. In most Unices, cron runs a daemon that eventually deletes anything here, and some systems delete these files every time the system is rebooted.

/var/tmp/ - Another place for temporary files, which will not be deleted automatically.

/var - The "variable" directory. Everything here changes often.

/var/spool - Mail, printer, and other spools. Mail that is sent to J. Random Luser comes to/var/spool/mail/jrl until J. Random transfers the mail to another directory.

/var/log - Log files. These files keep track of what's gone on the system. 

/var/www - Web files.
/boot - Basic Linux boot files. The Linux kernel lives here. The kernel is the basic executable that runs everything else in Linux. Generally, the kernel is very stable, and the average non–power user never has to deal with it. 

/etc - Systemwide configuration files. For example, Apache configuration files are under/etc/httpd/conf/ and sendmail is under /etc/mail/. 
/etc/X11 - X Windows configuration files.

/etc/init.d - A link to /etc/rc.d/init.d, and the place where the startup configuration files live. For instance, this is where the user can execute /etc/init.d/httpd status.

/mnt - Mount points for removable media (CD-ROMs, floppies). 
/dev - The Unix device directory, which the user will probably not have to deal with until the user have some advanced problem, such as the mouse not working.

/proc - The Unix process directory, which acts as an interface to the internal data structures of the kernel. Some of these are readable directories, and the user can do such things as cat /proc/uptime. 
Useful Programs


Here is a list of Linux programs that we find extremely useful. Some of these programs are included with Red Hat and some are not.
log watch, swatch - These programs watch log files, can send e-mails documenting daily occurrences, and can alert based on unusual behavior.

bk2site - Turns a list of bookmarks into a set of web pages that can be browsed.
Gkrellm - A system monitor that keeps track of CPU, memory, the network, what's playing on the CD player, etc.
etherape, ntop - Network traffic monitors.
linuxconf, webmin - Configuration programs for newbie system administrators. They don't relieve the sysadmin from the responsibility of knowing what's going on, but they help. The user can overwrite important system configuration files with these programs. If the user uses these to alter system files, the original has to be saved. Using them is also good practice for figuring out what configuration files control what and how changes affect the system. 
CUPS - A printer administration tool.
Nessus - A system security tool that scans the system to look for security holes. 

AIDE, tripwire - Watch system configuration files to see if a cracker is altering them.
Privoxy - Gets rid of banner ads in our browser, and controls cookies.

If there is a need to change the configuration after installation, Red Hat includes GUI configuration programs that save the growing system administrator from having to edit text files by hand. Among these are the following:



neat Network




sndconfig Sound card




Xconfigurator X Windows




usbview USB




mouseconfig Mouse




kbdconfig Keyboard




printtool Printer




linuxconfig System


